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У статті здійснено комплексний аналіз сучасних платіжних систем та їх ролі у функці-
онуванні фінансового ринку України. Подано загальний огляд вітчизняного фінансового 
ринку, визначено його ключові сегменти та основні тенденції розвитку, зокрема зрос-
тання частки безготівкових операцій, посилення інтеграції з міжнародними фінансо-
вими інституціями та вплив глобальних економічних процесів на внутрішню платіжну 
інфраструктуру. Розглянуто теоретичні засади класифікації платіжних систем, їх 
ключові елементи, функціональні характеристики та інфраструктуру. У роботі про-
аналізовано поточний стан і тенденції розвитку національних та міжнародних платіж-
них систем, зокрема Visa, MasterCard, «ПРОСТІР» та інших, які демонструють високу 
динаміку інтеграції в український фінансовий простір. Відзначено зростання конкуренції 
між глобальними операторами та вітчизняними платіжними інструментами, що сти-
мулює підвищення якості сервісу, розширення спектра послуг та зниження вартості 
транзакцій для користувачів. Особлива увага приділяється впливу цифровізації та 
інноваційних технологій на еволюцію платіжної інфраструктури: поширенню безкон-
тактних платежів, мобільних гаманців, QR-кодів, а також активному використанню 
технологій NFC у сфері роздрібної торгівлі та послуг. Окремо розглянуто процеси 
впровадження та правового регулювання криптовалют і стейблкоїнів, які набувають 
дедалі більшого значення у міжнародних розрахунках, а також перспективи запрова-
дження цифрових валют центральних банків (CBDC), що здатні суттєво змінити архі-
тектуру фінансового ринку. Підкреслено, що перехід до нових моделей цифрових пла-
тежів потребує злагодженої взаємодії державних регуляторів, фінансових установ та 
технологічних компаній. За результатами дослідження визначено основні напрями вдо-
сконалення платіжних систем України в умовах цифрової трансформації економіки. До 
них віднесено впровадження новітніх технологічних рішень, удосконалення правового 
регулювання, гармонізацію з міжнародними стандартами, а також посилення кіберза-
хисту та формування довіри користувачів до інноваційних платіжних інструментів.
Ключові слова: платіжні системи, фінансовий ринок, Національний банк України, циф-
рові валюти, криптовалюти, стейблкоїни, смарт-контракти, безконтактні платежі, 
кібербезпека.

Problem statement. In the modern global economic 
environment, payment systems play a crucial role in 
ensuring the seamless circulation of money, facilitat-
ing payments and transfers, and accelerating and sim-
plifying the process of paying for goods and services. 
With the development of financial technologies and the 

growth of e-commerce, payment systems are becom-
ing increasingly complex and influential components 
of the contemporary financial infrastructure. The intro-
duction of electronic payment systems contributes to 
more efficient functioning of the economy by enabling 
fast and secure execution of financial transactions.
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The features of payment system functioning 
represent a relevant and important research topic, 
as this allows for the identification of the strengths 
and weaknesses of existing systems, as well as the 
determination of opportunities for their further devel-
opment and improvement. Studying payment sys-
tems makes it possible to establish criteria for their 
efficiency and security, while also considering user’s 
individual needs and requirements. In addition, such 
analysis contributes to understanding the impact of 
payment systems on financial stability, the develop-
ment of entrepreneurship, and consumer behaviour.

Analysis of recent research and publications. 
The experience of leading experts confirms that inter-
est in the development of payment systems – regard-
less of their scale – is steadily growing. Gradual tech-
nological changes and innovations are transforming 
these systems, adapting them to the modern needs 
of users. Due to the dynamic nature of these pro-
cesses, market participants in payment services, 
central banks, and international organizations are 
compelled to establish active cooperation, combining 
various levels of collaboration – from the technical 
support of money transfers to the harmonization of 
legal frameworks in the field of payments. This is a 
key factor in ensuring the stability and continuity of 
both national and international payment systems.

In the “Glossary of Terms” by the Committee on 
Payment and Settlement Systems of the Bank for 
International Settlements (CPSS) [1], a payment sys-
tem is defined as a combination of payment instru-
ments, banking procedures, and typically interbank 
funds transfer systems that facilitate the circulation of 
money. A similar definition is provided in the “Princi-
ples for Financial Market Infrastructures” [22], where 
a payment system is described as a set of instru-
ments, procedures, and rules governing the transfer 
of funds among participants, including the partici-
pants themselves and the system operator. The foun-
dation of such a system’s operation lies in an agree-
ment between the operator and its members, while 
fund transfers are processed using an agreed-upon 
operational infrastructure.

A more detailed definition is provided by S. O. Pyrih, 
who interprets a payment system as a combination 
of a payment organization, system members, regu-
latory framework, financial, contractual, and infor-
mational-technical tools, as well as the decisions of 
participants (banks, financial institutions, companies) 
that determine the procedure for transfers and settle-
ments. At the same time, such a system must include 
at least two issuing banks.

Ukrainian scholars A. H. Zahorodniy, H. L. Vozniuk, 
and T. S. Smovzhenko define a payment system as 
an infrastructure for the transfer of funds between 
banks and other financial and credit institutions, 
which includes a payment organization, partici-
pants, and members of the system, and regulates 

settlements for transactions involving payment cards 
[8]. A similar approach is shared by I. S. Kravchenko 
and Yu. S. Balakina, who view the payment system 
as part of the financial market infrastructure that facil-
itates settlements through an operational institution 
and the interaction of participants and users [14].

An analysis of these approaches indicates that 
modern scientific and practical understanding of pay-
ment systems has significantly evolved, increasingly 
focusing on aspects of integration and digitalization of 
the economy. This differs noticeably from the concept 
proposed by V. M. Kravets, who presents a resource-
based approach, viewing the payment system as a set 
of mechanisms for fulfilling obligations related to the 
acquisition of financial and material resources [15].

Foreign researchers also pay considerable atten-
tion to the efficiency of payment system functioning. 
J. E. Spindler and Bruce D. Summers define them 
as a set of rules, institutions, and technical mecha-
nisms designed for the transfer of funds, which are an 
integral part of the monetary and credit system [7]. In 
turn, T. Kokkola defines a payment system as a for-
mally established agreement between multiple mem-
bers with unified rules and standardized procedures 
for the transfer, clearing, netting, and/or settlement of 
monetary obligations.

Statement of the aim. The article is aimed to 
analyse the efficiency of payment system function-
ing to promote economic growth and ensure financial 
stability in the financial market of Ukraine.

Presentation of the main research material. 
The organizational interaction of banking institutions 
with payment systems in Ukraine is an important ele-
ment of the country’s financial infrastructure. Payment 
systems enable banks and other financial institutions 
to conduct secure and efficient cash transactions.

Ukraine has a developed payment services sys-
tem based on the operation of payment systems such 
as the National Payment System, the interbank set-
tlement system, and others. Banks and other finan-
cial institutions must cooperate with these systems to 
ensure the uninterrupted functioning of the country’s 
financial infrastructure. The organizational interaction 
of banking institutions with payment systems includes 
a few processes, such as system registration, con-
nection to the system, ensuring payment security, 
processing payment transactions, and more. Banks 
and other financial institutions must comply with tech-
nical documentation requirements and standards to 
guarantee the seamless operation of these systems.

Analysing the organizational interaction of ban-
king institutions with payment systems in Ukraine, it 
can be noted that this interaction is quite effective. 
Banks and other financial institutions can quickly and 
seamlessly execute payments using various payment 
systems. At the same time, these systems provide a 
high level of payment security and protection of cli-
ents’ confidential information.
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Overall, the organizational interaction of bank-
ing institutions with payment systems in Ukraine is 
an important element of the country’s financial infra-
structure, ensuring the uninterrupted operation of the 
financial system and the security of payments.

As of January 1, 2021, the payment system in 
Ukraine included 41 money transfer systems, of 
which 32 were established by residents and 9 by 
non-residents. In 2020, payment systems such as 
the System of Electronic Payments of the National 
Bank of Ukraine (SEP), card payment systems like 
MasterCard, Visa, PROSTIR, and others, as well as 
money transfer systems, were operational. Through 
these systems, a total of UAH 255.2 billion was trans-
ferred within Ukraine in 2020, equivalent to USD 
9,489.6 million; USD 2,697.4 million was transferred 
into Ukraine, and USD 556.2 million was transferred 
abroad. However, there is a noticeable trend towards 

a predominance of funds received from abroad 
through international money transfer systems [2]

Important payment systems in Ukraine are “Mas-
terCard”, “Visa”, “NovaPay”, “Financial World”, and 
“Postal Transfer” (see Table 1):

In 2022, guided by Article 82 of the Law on Pay-
ment Services, the National Bank, for the first time in 
Oversight Regulation No. 187, established the proce-
dure and criteria for identifying important participants 
in systemically important and important payment sys-
tems. Based on the results of activities in 2022, the 
important participants of payment systems were rec-
ognized as JSC CB “PrivatBank”, “Kontraktovyi Dim” 
LLC, and “Universal Payment Solutions” LLC (see 
Table 2):

The largest number of payments and transfers 
within Ukraine from May to December 2022 was car-
ried out through the SEPA system – UAH 107.0 trillion, 

Table 1
Important Payment Systems according to the NBU in 2024

Name of the payment 
system 

and its operator

Share of payment system transactions

of the total amount (USD 150 billion) 
payment transactions carried out on the 
territory of Ukraine by payment systems that 
issue electronic payment instrument (EPI)

of the total amount
(USD 12.12 billion) payment transactions 
carried out within Ukraine, into Ukraine, 
and abroad by payment systems 
established by residents and non-residents

“MasterCard”
MasterCard International 
Incorporated USA

54,66% 
(USD 82 
billion)

“Visa”
Visa International Service 
Association USA

44,86%
(USD 
67,3 
billion)

“NovaPay”
“NovaPay” LLC

34.94% (USD 4.235 billion, where 99.99% 
of payment transactions are within Ukraine)

“Financial world”
“Ukrainian Payment 
System” LLC

10.66% (USD 1.292 billion of payment 
transactions within Ukraine)

“Postalmtransfer”
“Ukrposhta” JSC

10.31% (USD 1.249 billion of payment 
transactions within Ukraine)

Source: compiled by the authors based on their own research

Table 2
Universal payment solutions

Participant’s name
Name 

of payment 
system

Share of payment system transactions
from the total number of payment 
transactions performed by the 
participant within the payment system

from the total amount of payment 
transactions performed by the 
participant within the payment system

JSC CB 
“PrivatBank”

SEPA 29.06% (105 million out of 362.7 
million transactions)

8.08% (USD 323 billion out of USD 
4,002 billion)

“MasterCard” 62.92% (1,990 million out of 3,163 
million transactions)

60.23% (USD 49.4 billion out of USD 
82 billion)

“Visa” 67.25% (1,803 million out of 2,681 
million transactions)

69.47% (USD 46.75 billion out of USD 
67.3 billion)

FK “Kontraktovyi 
Dim” LLC “Financial world” 68.62% (63.8 million out of 92.9 million 

transactions)
71.75% (USD 0.98 billion out of USD 
1.292 billion)

“Universal Payment 
Solutions” LLC “Financial world” 27.69% (25.7 million out of 92.9 million 

transactions)
17.06% (USD 0.22 billion out of USD 
1.292 billion)

Source: compiled by the authors based on their own research
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or 95.7% of all payments and transfers within Ukraine. 
At the same time, the highest number of payments 
and transfers was made through card payment sys-
tems (5.1 billion transactions, or 88.2%).

Recently, contactless payment has become 
increasingly popular, allowing fast and convenient 
payments using special devices that read informa-
tion from chip cards or smartphones. Ukrainian banks 
actively offer their clients the option to use contact-
less payments and install special terminals to facili-
tate these transactions.

Overall, transactions in the retail network using 
contactless payment technology and NFC technology 
exceed those with physical card reading. Transac-
tions using contactless payment and NFC technology 
during this period increased by 13.9% in number and 
53.2% in value compared to May–December 2021. At 
the same time, transactions involving physical card 
reading decreased by 37.8% in number and 6.7% in 
value during this period.

Considering the overall state of the payment sys-
tem, difficult conditions for the full operation of the 
payment infrastructure were caused by the war and 
missile terrorism from the aggressor, which increased 
risks for Ukraine’s financial system. However, since 
2014, the National Bank of Ukraine has been prepa-
ring clear action plans for emergency situations, con-
sidering the risk of escalation of the military conflict, to 
ensure the stable and reliable operation of Ukraine’s 
financial system. Thanks to the coordinated actions of 
the regulator and participants in the payment market – 
banks and non-bank institutions – it was possible to 
maintain the resilience of the payment infrastructure 
during the first days of the full-scale invasion. Cur-
rently, the payment infrastructure operates efficiently, 
ensuring timely payments, settlements, and uninter-
rupted access for users to payment services.

One of the most popular methods for making inter-
national payments is the use of Visa and Mastercard 
bank cards. Many banks in Ukraine issue cards from 
these international payment systems. According to 
the National Bank of Ukraine, the number of transac-
tions using payment cards issued by Ukrainian banks 
from May to December 2022 amounted to 5,599.2 mil-
lion (which is 1.4% more than in the same period in 
2021), and their total value was UAH 5,058.2 billion 
(which is 40.5% higher than in May–December 2021). 
Almost all transactions using payment cards (99.9% 
by number and 99.6% by value) during May–Decem-
ber 2022 were carried out through the international 
payment systems MasterCard (53.7% by number 
and 54.4% by value) and Visa (46.2% by number and 
45.5% by value).

The largest number of payment cards (59.2 mil-
lion cards, or 53.9%) were issued under the interna-
tional payment system MasterCard. The second and 
third places in terms of the number of issued payment 
cards are held by the international payment system 

Visa (50.0 million cards, or 45.6%) and the National 
Payment System “PROSTIR” (0.5 million cards, or 
0.5%). The share of payment cards issued under 
other payment systems amounts to 0.04%.

International payment systems are complex tools 
that enable money transfers and payments for goods 
and services between banks, clients, and businesses 
across different parts of the world. The main advan-
tage of such systems is the speed of transactions, 
which can be processed instantly. International pay-
ment systems ensure the secure and efficient trans-
fer of funds between different countries and regions, 
promoting the development of international trade 
and economic growth. These systems can be inter-
national, such as Visa and Mastercard, or national, 
like PROSTIR in Ukraine. Electronic payment sys-
tems have also become particularly widespread and 
are designed for accepting payments in cyberspace. 
They provide instant transaction processing and can 
be used not only within the system itself but also 
beyond its boundaries.

Today, there are more than 100 payment systems 
worldwide, both traditional and electronic. Below 
are the advantages and disadvantages of payment 
systems such as Visa and Mastercard as represen-
tatives of international payment systems, as well as 
Advanced Cash, PayPal, Perfect Money, Payeer, and 
Skrill [2].

Let us consider each of them in more detail, high-
lighting their advantages and disadvantages (see 
Table 3).

The consolidation of electronic forms of money 
means that a user can make payments for goods and 
services from any account within the system, inclu-
ding cryptocurrency funds. This allows users to store 
money in different formats in one place and make 
payments from any of them.For example, if a user 
has funds in a bank account, an electronic wallet, and 
a cryptocurrency wallet, they can make a payment 
from any of these formats without needing to transfer 
money from one account to another. In other words, 
it allows users to conveniently and efficiently manage 
their finances in an online environment. They can 
store money in various formats and make payments 
from any of them, as well as transfer money between 
different services without needing to move it from one 
account to another. This promotes convenience and 
efficiency in managing financial transactions online.

The emergence of cryptocurrencies with monetary 
characteristics is the first key event in the digitaliza-
tion of the monetary market. The developers of these 
assets believe they offer many advantages over offi-
cial currencies, such as high accessibility, transaction 
security and anonymity, strong protection, and the 
ability to serve as a store of value. With the introduc-
tion of Bitcoin, the illusion arose that private money 
could be created – money that is not controlled by 
central banks and can be fully anonymous and 
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Table 3
Advantages and disadvantages of some payment systems

Name 
of Payment 

System
Advantages Disadvantages

Visa
•	 Money can be withdrawn at any ATM.
•	 The card can be used for payments in stores of any 

country.
•	 It is safe to store money.

•	 Conversion abroad is done via the US 
dollar.

•	 With double exchange, a large amount 
can be lost.

•	 Higher fees are charged for using 
premium cards.

MasterCard
•	 Conversion works everywhere.
•	 Quick cash withdrawals with minimal commission.
•	 You can set daily spending limits.

•	 It is not possible to add additional cards 
to the account.

•	 Double currency exchange occurs 
through the euro, which risks losing a 
large amount.

PayPal

•	 Ability to pay for purchases quickly and easily in 
foreign online stores.

•	 Ability to transfer money within the service for free.
•	 Ensures confidentiality of bank card data.
•	 Possibility to receive payments for services and 

goods from foreign partners.

•	 Limited functionality in Ukraine.
•	 Account blocking without prior notice or 

explanation.
•	 No support for hryvnia: the service is 

unpopular among Ukrainian companies.

Perfect Money
•	 Easy registration.
•	 Moderate transaction fees.
•	 Ability to operate without account identification.
•	 High level of transaction security.

•	 No currency exchange service with other 
payment systems.

•	 No specialized software for operations 
(everything is done through the browser).

•	 High fees for unverified users.

Advanced 
Cash

•	 Support for major global currencies.
•	 Cryptocurrency operations.
•	 Fund exchange with other electronic payment 

systems (EPS).
•	 No fees for internal transactions.
•	 Reliable account and funds protection system.
•	 User-friendly interface.
•	 24/7 customer support.

•	 No mobile application.
•	 Insufficient protection of user funds due 

to lack of oversight of Advanced Cash by 
regulatory authorities.

Payeer

•	 Ability to withdraw funds to a bank account.
•	 Currency exchange services, including 

cryptocurrency.
•	 Reliable protection system for the account and wallet.
•	 Referral program that provides an opportunity for 

additional income.
•	 Coverage in more than 200 countries worldwide.
•	 No transaction amount limits.

•	 Higher fees compared to similar systems.
•	 Once a payment is completed, it cannot 

be refunded.
•	 The system lacks a code card, which is 

a much more reliable way to secure an 
account compared to the Master Key.

Scrill
•	 Instant account funding and withdrawals.
•	 High level of account security.
•	 Attractive bonuses for clients.
•	 Its own mobile application.

•	 Inability to cancel or dispute a 
transaction.

•	 High transaction fees.
•	 Requirement to use a payment master 

key to perform operations.
Source: compiled by the authors based on their own research

unrestricted. This raised concerns among govern-
ments and central banks of many countries due to 
the potential threat to national and global financial 
systems. However, as a decade of experience with 
cryptocurrencies has shown, they cannot replace 
official currencies, primarily because they do not 
fully possess the essential functions of money, such 
as being a legal means of payment. This is largely 
due to the high volatility of cryptocurrency prices, the 
slow confirmation of transactions, and other issues 
that complicate their use in payment operations. 
For example, Bitcoin’s transaction speed is approxi-
mately five transactions per second, and transaction 

fees can reach up to $60 USD. In contrast, the Visa 
payment system can process up to 24,000 transac-
tions per second at a much lower cost.

However, to overcome the problems associated 
with the high volatility of cryptocurrency exchange rates 
and their unsuitability for payment operations, a new 
type of cryptocurrency was developed – stablecoins. 
They first appeared in 2014, and today, there are more 
than 200 types of stablecoins worldwide, with various 
forms of collateral, including fiat currencies (such as 
the US dollar and the euro), gold, securities, and other 
real assets. The main advantage of stablecoins is their 
stable exchange rate, which is supported by software. 
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They are used to facilitate trading of other digital assets 
and have become an important tool for maintaining 
liquidity in settlements on cryptocurrency exchanges. 
Stablecoins emerged as a response to the instability 
of traditional cryptocurrency prices and their impracti-
cality for use in payments. They offer greater potential 
for use, including as a means of payment. However, 
experts have recognized that the widespread use of 
stablecoins could pose risks to participants in payment 
systems and to overall financial stability – particularly 
in developing countries. The main weakness of sta-
blecoins as private money lies in their decentralized 
nature and their dependence on underlying assets, 
which are subject to government regulation.

However, to reduce the role of private money and 
enhance the advantages of official national currencies, 
central banks in many countries have shown interest in 
issuing their own digital currencies since 2014. Central 
Bank Digital Currencies (CBDCs) are obligations of the 
central bank, denominated in the national currency, that 
exist in digital form and can perform the functions of a 
means of payment, a unit of account, and a store of value. 
As of early 2022, 86% of central banks were exploring 
the possibility of issuing CBDC, and 10 countries had 
already implemented them. CBDCs are designed to 
ensure the effective functioning of official monetary sys-
tems and offer many benefits, including: to improve effi-
ciency and security of transactions; to increase financial 
inclusion; low user costs; greater use of national curren-
cies in settlements; to improve cross-border payment 
efficiency; the ability to monitor transactions; to use as a 
tool for socio-economic policy implementation [6].

The number of countries interested in developing 
and using their own CBDCs is continuously growing. 
According to the Bank for International Settlements 
(BIS), 14% of central banks have already begun testing 
the capabilities of their own CBDCs (Boar, Wehrli, 2021) 

Regarding Ukraine, the Law of Ukraine “On Pay-
ment Services” contains a framework for regulating 
CBDCs. Ukrainian legislation now includes the con-
cept of “digital money of the National Bank of Ukraine”, 
which is the electronic form of the Ukrainian currency 
unit and is a legal means of payment within the coun-
try. The National Bank of Ukraine began developing its 

own digital currency – the e-hryvnia – in 2016, but its full 
implementation requires modernization of the payment 
infrastructure. The e-hryvnia will be usable for cashless 
payments, circulation of virtual assets, and cross-border 
transactions. The purpose of introducing the e-hryvnia is 
to promote digitalization of the economy, expand cash-
less settlements, reduce their costs, and increase trust in 
the national currency. The concept and implementation 
models of the e-hryvnia are currently under discussion, 
and the NBU promises to consider the needs of market 
participants and users. In the context of financial opera-
tions, smart contracts provide additional security by:

	– Automatic verification: Smart contracts require 
prior validation of transaction conditions. This ensures 
that all necessary conditions for the transaction are 
met before it is executed.

	– Inaccessibility for changes: Once a smart con-
tract is signed and deployed on the blockchain, it 
cannot be changed without the consent of all parties 
involved. This guarantees the integrity of the contract 
terms and prevents potential fraud or manipulation.

	– Decentralization: Smart contracts operate based 
on blockchain technology, meaning the contract data is 
distributed across the entire network. This makes the 
system more resilient to cyberattacks or data loss.

	– Auditability and transparency: All transactions 
carried out using smart contracts are recorded on the 
blockchain, which is a distributed database stored 
across multiple computers in the network. This means 
that altering the information would require simultane-
ous changes on every computer in the network, mak-
ing such manipulation virtually impossible [28].

Schematically, a smart contract can be illustrated 
as follows (Figure 1).

Conditions: The conditions under which the smart 
contract is to perform its actions are defined. These 
may include various factors such as date, time, 
account balance, signatures of the parties, etc.

Verification of the conditions: The smart contract 
checks whether the specified conditions are met. This 
may include verifying signatures, checking data from 
external sources, or interacting with other smart contracts.

Implementation of the actions: If the conditions are 
met, the smart contract performs the necessary actions. 

Fig. 1. Smart contract operation scheme

Source: compiled by the authors based on their own research
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This may include executing financial transactions, storing 
data, or calling other functions and contracts.

Saving the results: The results of the smart con-
tract execution are stored in the blockchain or another 
decentralized system to ensure reliability and prevent 
any changes to the data without proper authorization.

Completion of the contract: After completing all 
actions, the smart contract terminates its execution. 
Depending on the terms and conditions of the con-
tract, this may include automatic payment, and other 
predefined actions [9].

Conclusions. Today, a wide range of payment sys-
tems operate globally, which are classified by scale, type 
of operations, and participants involved. The main direc-
tions of their development focus on enhancing security, 
protecting personal data, and ensuring maximum speed 
and efficiency of transactions. The key components of 
payment systems include: payment cards, electronic 
money, bank transfers, mobile and electronic payments, 
POS terminals and internet banking systems. The use 
of these tools enables cashless payments to be carried 
out quickly, conveniently, and securely.

In Ukraine, the operation of payment systems is 
subject to legal regulation. Legislative provisions define 
the standards for the functioning of these systems, gov-
ern the interaction procedures among participants, and 
guarantee the protection of their rights. A crucial role in 
this process is played by the conclusion of clearly formu-
lated contracts, which contribute to the stability and reli-
ability of the payment infrastructure. Legal requirements 
include: the presence of licenses, compliance with per-
sonal data protection regulations, restrictions on foreign 
currency transactions, prohibition of financial transac-
tions with countries under international sanctions.

When analyzing the effectiveness of modern pay-
ment systems, special attention is given to user secu-
rity. Banks are required to implement advanced protec-
tion mechanisms – such as two-factor authentication, 
data encryption, and transaction monitoring – to pre-
vent fraudulent activities. The regulator, particularly the 
National Bank of Ukraine, establishes the relevant rules, 
ensures their enforcement, and coordinates the devel-
opment of payment infrastructure. International sys-
tems, such as Visa and MasterCard, make a significant 
contribution to global financial stability and promote the 
development of international trade.

To ensure safe use of payment services, it is rec-
ommended to choose trusted international platforms, 
avoid connecting to public Wi-Fi networks, check for 
the presence of SSL certificates on websites, use two-
factor authentication (2FA). It is also important to regu-
larly review transaction history, avoid transferring funds 
to unknown individuals or organizations, store financial 
information only on secure devices

A promising tool in the field of financial operations 
is smart contracts, which enable the automation of 
agreements without the involvement of intermedi-
aries. This minimizes the risk of errors, speeds up 

processes, and reduces costs associated with inter-
mediary banking operations. To transition Ukraine’s 
banking transfers to smart contract technology, it is 
necessary to:

1.	 develop a smart contract taking into account 
the conditions and rules for making transfers, defin-
ing the transaction logic, commission calculation, and 
other parameters;

2.	 integrate the solution with the banking system 
by creating an API and ensuring cooperation with 
banks;

3.	 ensure identification and security through the 
implementation of cryptographic protocols, digital sig-
natures, and data protection mechanisms;

4.	 coordinate standards and regulatory frame-
work with regulators and other market participants to 
legalize the use of smart contracts;

5.	 conduct testing and implementation of the 
technology in a real environment.

Thus, the effectiveness of modern payment sys-
tems largely depends on the combination of techno-
logical innovations, clear legal regulation, and a high 
level of information security.
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Папір офсетний. Цифровий друк. Ум. друк. арк. 25,34.  

Підписано до друку 29.08.2025. Наклад 100 прим.
 

Видавництво і друкарня – Видавничий дім «Гельветика»
65101, м. Одеса, вул. Інглезі, 6/1

Телефони: +38 (095) 934 48 28, +38 (097) 723 06 08
E-mail: mailbox@helvetica.ua

Свідоцтво суб’єкта видавничої справи
ДК № 7623 від 22.06.2022 р.


